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1
Decision/action requested

We propose to include a new key issue on AS layer signalling security for unicast over PC5 in TR 33.836.
2
References

[xx]
3GPP TR 33.836 v0.0.0 Study on Security Aspects of 3GPP support for Advanced V2X Services
[yy]
S3-191145, LS on protection of PC5-RRC messages for sidelink unicast communication (R2-1905332), 3GPP SA3#95
3
Rationale

According to RAN working agreement given below (see RAN2 report from session on LTE V2X and NR V2X at RAN2#105bis), there will be PC5-RRC messages for unicast mode of NR V2X communication over PC5, while there was no signalling at AS layer in LTE V2X. This PC5-RRC message is separated from PC5-S message (e.g. Direct Connection Request/Accept) and might have at least UE capability and AS configuration.
While it still needs the progress of RAN2 work on PC5-RRC messages, it seems appropriate to start consideration of security requirements for AS layer signalling for unicast mode of NR V2X communication over PC5, because eavesdropping or illegitimate modification of PC5-RRC message could affect privacy of V2X UEs or service availability of V2X UEs authorized for NR PC5 and gNBs.

Agreements on PC5-RRC signalling flow: 
1: 
Separate RRC messages are defined capability transfer and for AS-layer configuration. FFS on whether the two messages can be transmitted together in the same MAC PDU.

2:
Set the following 2a, 2b and 2c as RAN2 working assumption:

2a:
Do not encapsulate PC5-S message related to link setup into PC5-RRC message for AS-layer configuration.

2b:
PC5-RRC message for AS-layer configuration is not to be sent unprotected, so is not to be sent together with PC5-S messages like Direct Communication Request.
2c:
Do not encapsulate PC5-S message related to link setup into PC5-RRC message for capability information.

4
Detailed proposal

It is proposed to add the following new key issue on AS layer signalling security for unicast over PC5 in TR 33.836 [xx]. The whole text is new.
*** Start of the Change ***

5.X
Key Issue #X: AS layer signalling protection for unicast mode over PC5
5.X.1
Key issue details

According to RAN2 LS on protection of PC5-RRC messages for sidelink unicast communication (S3-191145/R2-1905332 [yy]), there are PC5-RRC messages for unicast mode of NR V2X communication over PC5, while there is no signalling at AS layer in LTE V2X. This key issue addresses protection requirements of AS layer signalling for unicast mode of NR V2X over PC5.
5.X.2
Security threats

If PC5-RRC for unicast over NR V2X PC5 without protection has information which can be used for narrowing down a specific UE or a set of UEs, this is a threat against privacy of V2X UEs.

If PC5-RRC for unicast over NR V2X PC5 could be modified without detection by unauthorised parties, authorised V2X UE may suffer from service unavailability or improperly arranged service. Also, if PC5-RRC for unicast over PC5 can be replayed by attackers, gNB may suffer from misuse of radio resource for sidelink by unauthorised V2X UEs.

5.X.3
Potential security requirements
PC5-RRC signalling for unicast shall be confidentiality protected.

PC5-RRC signalling for unicast shall be integrity and anti-replay protected.

*** End of the Change ***

